
 

 

  

 

BODY OF KNOWLEGDE 
by Dave D. 

      
      



 

 

1 

 

Revision Table 
 

Versions Date Activities 

1 14-sept-2023 Started the Bok Assignment – I only added the 

cover page, later will add more info. 

2 15-sept-2023 Changed the layout and fonts, added information 

to the introduction. 

3 16-sept-2023 Added web: application Attack & Defense 

4 20-sept-2023 Added Risk table in 1.2 and fixed some picture 

layouts & added sources 

5 22-sept-2023 Added Web Application Based Firewall & SQL-

injection 

6 23-sept-2023 Made use of the text box feature, I can now better 

layout my step by step processes. 

7 27-sept-2023 Added HIDS and XSS & CSRF 

8 1-oct-2023 Made some changes to some image layouts 

9 14-oct-2023 Added manual SQL injection & CSRF showcase 

10 16-oct-2023 Added HIDS assignment that I completely forgot 

about. 

11 19-oct-2023 added Network Scanning and Enumeration & Law 

and Ethics and Responsible Disclosure + GDPR 

12 20-oct-2023 Added Network Separation and Segmentation 

13 22-oct-2023 Added VPN: How to manage a Web Shop with 

Secure Remote Access 

14 3-nov-2023 Added  7.1 Network Spoofing and Man in The 

Middle Attacks (MITM) 

13 4-nov-2023 Added 7.2 Wi-Fi Hacking 

14 5-nov-2023 Added 8 Network detect and monitoring, fixed 

monitoring issue on Zeek. 

15 6-nov-2023 Added 9 IAM stuff  

16 19-nov-2023 Added 9.2 password cracking 

17 29-nov-2023 Added 10.1 Security Incident Management 

18 6-jan-2024 Added 10.2 IT System Hardening + Common 

Vulnerabilities and Exposures (CVE's) 

   

   

   

   

   

 



 

 

2 

 

Contents 

Revision Table .............................................................................................................................................. 1 

1 INTRODUCTION & PERSONAL BOK APPROACH ................................................................................. 3 

1.1 Basic Hacking & Pentesting Process ......................................................................................... 4 

1.2 Threat + Risk Analysis and CIA ................................................................................................... 6 

2 WEB: APPLICATION ATTACK & DEFENSE ............................................................................................. 7 

2.1 Footprinting/Reconnaisance & Social Engineering ................................................................ 7 

2.2 Path Traversal, Remote File inclusion & Commmand injection ........................................... 10 

3 WEB: DATABASE ATTACK AND DEFENSE ........................................................................................... 14 

3.1 Web Application Firewalls ........................................................................................................ 14 

3.2 SQL-Injections ............................................................................................................................. 17 

4 WEB: SITE ATTACK AND DEFENSE ...................................................................................................... 24 

4.1 Host Intrusion Detection and Prevention ................................................................................ 24 

4.2 XSS & CSRF .................................................................................................................................. 28 

5 Network: Identification of Vulnerabilities ........................................................................................ 36 

5.1 Network Scanning and Enumeration (incl. Sniffing) ............................................................. 36 

5.2 Law & Ethics and Responsible Disclosure + GDPR................................................................. 43 

6 Network: Protect the Network .......................................................................................................... 44 

6.1 Network Separation and Segmentation ................................................................................ 44 

6.2  VPN: How to manage a Web Shop with Secure Remote Access ...................................... 51 

7 Network: ATTACK the Network ......................................................................................................... 52 

7.1  Network Spoofing and Man in The Middle Attacks (MITM) .................................................. 52 

7.2  Wi-Fi Hacking.............................................................................................................................. 61 

8 Network: Detect & Monitor ............................................................................................................... 66 

8.1 Network Intrusion Detection and Prevention (NIDS/IPS) ....................................................... 66 

8.2.1   IT Basic Monitoring (Availability) ............................................................................................... 69 

8.2.2   IT Security Monitoring (Confidentiality and Integrity) ............................................................. 73 

9 Concepts: Identity Management, Authentication and Access Control ......................................... 77 

9.1 Identity Management, Authentication and Access Control ............................................... 77 

9.2 Password Cracking (system and network) ............................................................................. 79 

10 Concepts: Incident Response and Analysis ..................................................................................... 84 

10.1 Security Incident Management .............................................................................................. 84 

10.2 IT System Hardening + Common Vulnerabilities and Exposures (CVE's) ............................. 85 

 







 
 

5 

 

Basic hacking 

Basic information on the term “hacking”  is the act of compromising digital 
devices and networks through unauthorized access to an account or computer 

system. Source:https://www.fortinet.com/resources/cyberglossary/what-is-hacking 

 

 

Pentesting process 

I remember during week 1 lecture we got a picture of the phases. I call it the 

R.S.G.M.C. phases 
 

 
 

To my knowledge, for the ethical hacking pentesting process, we can only go so 

far unless we have explicit permission to go even further. Here in the picture 

below you can see the basic pentesting process, we ethical hackers stop at 

vulnerability analysis. Because going any further can run the risk of destabilising 

operational IT systems. 

 

 

 

 

 

 

Source: PowerPoint from week1 

Source: PowerPoint from week1 

https://www.fortinet.com/resources/cyberglossary/what-is-hacking
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1.2 Threat + Risk Analysis and CIA 
 

Threats 

Here is a picture of the general threats when it comes to cyber security (taken 

from powerpoint slides) 

 

As you can see the different threat actors involved in malicious hacking and their 

motives. 

Risk Analysis & CIA 

To my knowledge, when it comes to Risk Analysis, we will have to refer to the 
C.I.A. term, which are the Confidentiality, Integrity & Availability of the 

information when analyzing the Risks. And the scale of impact they have can 

vary. Known scales are H-M-L for High, Medium and Low risk. 
 

 

 

 

 

 

 
 

 

 

Source: PowerPoint from week1 

Source: PowerPoint from week1 

Source: https://safetyculture.com/wp-

content/media/2023/06/5x5-Risk-Matrix.png 

https://safetyculture.com/wp-content/media/2023/06/5x5-Risk-Matrix.png
https://safetyculture.com/wp-content/media/2023/06/5x5-Risk-Matrix.png
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2 WEB: APPLICATION ATTACK & DEFENSE 
 

2.1 Footprinting/Reconnaisance & Social Engineering 
 

Footprinting/reconnaissance 

To my knowledge, when conducting a pentest, the first thing you want to do is 

gather as much information as possible for a higher chance of a successfull 

pentest. To do so we use Open Source Intelligence Tools known as OSINT and/or 
Social Engineering. 

 

Common OSINT tools and Techniques: 

1. Search Engines: Google and other search engines offer advanced 

operators that can be used to refine searches, such as site-specific 

searches or finding specific file types. 

2. Social Media Monitoring Tools: Tools like Hootsuite and TweetDeck allow 

users to monitor and analyze social media activity. 

3. Metadata Analysis Tools: Tools like ExifTool can extract metadata from files 

(e.g., photos) to reveal information like location and timestamps. 

4. Email Tracking: Services like MailChimp and SendGrid can be used to 

track email opens and click-through rates. 

5. Online Public Records Searches: Websites like PublicRecordsNow, 

Whitepages, or court records websites can help find public records. 

6. Data Scraping Tools: Tools like BeautifulSoup and Scrapy can scrape data 

from websites. 

7. Maltego: A popular OSINT tool for visualizing relationships and connections 

between entities (people, organizations, etc.) based on open-source 

data. 

8. Shodan: A search engine for finding Internet-connected devices, including 

IoT devices, which can be useful for identifying potential security risks. 

9. Wayback Machine: An archive of web pages over time, useful for viewing 

historical versions of websites. 

10. Geo-location Tools: Tools like Geoiptool and IPinfo can help determine the 

location of an IP address. 

Common OSINT tools source: ChatGPT 



 
 

8 

 

For example, Using theHarverster tool from Kali, I can gather a lot of information 

from a domain. I made a small bash script that will go through all TheHarvester 

sources to gather information on a domain: 

Using the domain=$1 I can use a domain as an argument for the script and 

Automate the process of constantly changing the source to see what source is 

working or not for proper information gathering. 

 

Results: 
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Very quickly I gathered tons of info, some of the sources will not work because of 

API token missing and/or kali versions. In my case I am using the latest kali iso. 

Social Engineering 

Basically to manipulate someone into to giving you information. 

Common forms of SE: 

1. Phishing: Phishing involves sending deceptive emails, messages, or 

websites that impersonate legitimate entities to trick individuals into 

revealing sensitive information like usernames, passwords, credit card 

numbers, or personal details. These emails often contain urgent or 

alarming messages to create a sense of urgency. 

2. Pretexting: In pretexting, an attacker creates a fabricated scenario or 

pretext to trick the victim into disclosing information. For example, a 

pretexter might pose as a bank representative and call a victim to request 

account information for a supposed security check. 

3. Baiting: Baiting involves enticing a target with something appealing, such 

as free software, music, or downloads. The bait is infected with malware, 

and when the victim downloads or opens it, their system becomes 

compromised. 

4. Tailgating: Also known as "piggybacking," this technique involves an 

attacker physically following an authorized person into a restricted area, 

building, or secure location. The attacker relies on the target's politeness or 

lack of scrutiny to gain access. 

5. Quid Pro Quo: In this form of social engineering, the attacker offers 

something in return for information or access. For example, they may claim 

to be an IT support technician and offer to fix a non-existent computer 

problem in exchange for the victim's login credentials. 

6. Impersonation: Attackers may impersonate trusted individuals, such as co-

workers, managers, or technical support personnel, to gain the victim's 

trust and access sensitive information. 

7. Reverse Social Engineering: In this approach, the attacker convinces the 

victim to initiate contact and seek assistance. The attacker then exploits 

this interaction to gather information or manipulate the victim. 

8. Vishing: Vishing, or voice phishing, involves using phone calls to 

impersonate legitimate entities and extract sensitive information. It can be 

used for various purposes, including obtaining financial details or login 

credentials. 
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Common forms of SE source: ChatGPT 

2.2 Path Traversal, Remote File inclusion & Commmand 

injection 
 

Path traversal 

Basically, navigating through a directory to access sensitive information. 

Sometimes even modifying them if they have write permission. Good way to 

counter this is to have input validation and file permissions. 

Im going to use one of the labs at portswigger.net to showcase this. 

 
 

 

 

 

 

 

 

 

 

 

 

        

Right click on image 

and open as new tab 
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modify the link to 

filename=../../../etc/passwd 

 

 

 

 

 

we will get an error because it is 

trying to display an image but what 

it got was text from the /etc/passwd 

 

 

 

 

 

 

I used the burp suite tool in kali 

to display this information 

easier. I setup the burp suite 

proxy in order to intercept the 

request.  

Then from there, it displayed 

the raw information containing 

the users on the system from 

the /etc/passwd 
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Remote file inclusion 

Basically, when an attacker is able to include remote files on a web server 

through the exploitation of inadequate input validation in web applications.  

This vulnerability can lead to unauthorized access to and execution of malicious 

code on the server.  

Source:https://portswigger.net/web-security/file-upload/images/file-upload-vulnerabilities.jpg 

 

Command injection 

Command Injection, also known as OS Command Injection or Remote Code 
Execution (RCE), is a security vulnerability that occurs when an attacker is able to 

execute arbitrary system commands on a target server or application. 

 

For example on my DVWA machine there is a command injection tester, I will 

execute 8.8.8.8 ping to see if it works.  

 
 

 

 

 

 

 

 

https://portswigger.net/web-security/file-upload/images/file-upload-vulnerabilities.jpg
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This time as you can see we were able to get much more information just by 

exploiting the RCE vulnerability. We got information on all the users listed in the 

passwd file. (I had to lower the DVWA machine security in order for this to work) 

 

 

 

 

 

 

 

 

Now I will do the same 

again but this time 

add cat /etc/passwd 



 
 

14 

 

3 WEB: DATABASE ATTACK AND DEFENSE 
 

3.1 Web Application Firewalls 
 

Web Application Firewalls: 

To my knowledge, a Web Application Firewall (WAF) is a security solution 

designed to protect web applications from a wide range of online threats and 

attacks. It acts as an proxy between a web application and its users, filtering 
and monitoring incoming HTTP/HTTPS traffic to identify and block malicious 

requests. 

 

How can the WAF be able to handle new threats? 
Security Policies: Organizations configure security policies in the WAF to define what 
traffic is allowed or blocked. These policies can be customized based on the 

application's requirements and threat landscape 

 

I know a use case for this WAF. 

Fontys has a lot of home-made apps and they don’t have time and resources to 
make sure all those apps are secured, so what they did was implement a WAF 

solution to make their apps secured. 

 

Our task for today was to install a WAF on a fresh DVWA machine. 

It was really terrible and I ran into a lot of issues while installing it manually but in 

the end I managed to get it to work.  
 

 

 

 
 
 

 

 

 

 

 

 

 

 

Here I tried installing it manually, with the 

pdf instructions. But I gave up. 
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So I decided to automate this 

process with bash! 

 

I ran the script and it was a 

success. 

Now, all I had to do was 

use SCP command to send 

my script to the DVWA and 

run it! 

I had a lot of trial and error, but I 

finally managed to get the 

bash script to work on a fresh 

install of DVWA! 

I did the chmod +x command 

to give it executable permission 

I added the steps from the PDF into a 
bash script and the rest of the 

process was pretty easy. 

 

Part 12, 15 and 17 were the tricky 

part. 
I had to find I way to locate and 

replace lines in a text file. 
 

That’s were the SED command came 
in handy! 
Sed documentation: 

https://www.computerhope.com/unix/used.htm 

 

https://www.computerhope.com/unix/used.htm
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Here you can see the 

SQL injection test on a 

DVWA with WAF. 

as you can see, our WAF 

implementation was a success! 

We have a forbidden page 

display. 

This is a regular DVWA without 

the WAF. As you can see, there 

is no forbidden page. 
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3.2 SQL-Injections 
 

SQL-injections: 

SQL Injection is a type of security vulnerability that targets web applications and 

other software systems that interact with databases. Attackers exploit this 

vulnerability by injecting malicious SQL queries or commands into user input 

fields or application parameters. 

 

Risks 

SQL Injection attacks can lead to unauthorized access, data breaches, and 
even full control of a database or application. 

 

 Types of SQL Injection: 

• Classic SQLi: In this type, attackers inject malicious SQL code to 

manipulate the application's database, often extracting or modifying 

data. 

• Blind SQLi: In Blind SQL Injection, attackers don't immediately see the 

results of their injection but can infer information based on the 
application's responses. 

• Time-Based Blind SQLi: Attackers use delay functions in SQL queries to 
determine if the injection was successful, making it harder to detect. 

• Second-Order SQLi: In this scenario, the malicious payload is stored and 

executed at a later time, making it more challenging to identify. 
 

 

Im going to use the SQLmap tool in Kali linux and DVWA to showcase a small 

SQLi demo: 

 

 

 

 

  

 

 

 

 

 

 

 

I will copy the url needed 

for sqlmap. 
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parameters I used for the sqlmap query: 

-u :for the url.  

--cookie :for the session cookies of the browser and security level of cookie. 

-p :for the parameter we are going to test it on, which is the “id” parameter from 

DVWA. 

--data :for the sqli query to know exactly where the data needs to be modified. 

In this case our “id” parameter. 
-D :the name of the database. 

-T :the name of the table in the database. 
--dump :to display/dump everything including passwords hashes etc.. 

--batch :to carry on without user input. 

 
 

Results: 

 

 

 

 

 

 

 

 

 

 

We got the ID’s, cracked passwords 

& names of the users! SQLmap is a 

very powerful tool in the right 

hands!  

It can automate manual tasks in 

minutes, where normally it would 

take hours doing it manually. 
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The above example was the automated way of doing this. 
 

Here Is the manual way of doing the SQL injection: 

I will be using DVWA for the SQL injection attack to retrieve all the usernames & 

passwords. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(1) First step is to see what 

kind of error I can get, 

using the quote string. 

(2) I see the error gave me 

information on what 

type of database 

DVWA is using. Its 

MySQL. 

(3) I will try an SQL union 

attack to see what is 

possible (im just guessing 

here). → ‘union select * 
from users--  
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(4) Hmm interesting, the 

command seem to work, 

but I need to figure out 

the columns. 

(5) The best way to figure 

out how many columns, 

is to use the MySQL 

→order by command 

 

In this case the nothing 

happened on this page 

with →’order by 2—
because it is the right 

amount of columns in 

DVWA. 

(6) But, if it was more than 2 

columns, we would get 

an error. 

 



 
 

21 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(7) Enter an ID to get 

information.  

 

We see ID 1 is the admin. 

And we have a first 

name.  

Knowing there is an ID & 

first name for the 

columns, what else can 

we find?  

Im guessing probably last 

names and passwords. 

(8) Aha!  Modifying my union 

command, I did manage 

to find last names from the 

users!  

 

(I did some testing to see if 

columns hold text data 

and it seems that both 

columns are indeed text 

data → union select ‘a’, ‘a’ 
from users-- worked.) 

 

So with that knowledge in 

mind, all I had to do was 

add last_name or user_id 

to get results. 

 

→'union select NULL, 

last_name from users-- 

I use last_name instead of 

last name, to not get error 

and it worked! 
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(9) Now all we had to do 

was get the passwords 

using → 'union select 

NULL, passwords from 

users-- 

And boom! We got the 

hashed passwords! 

But how will I know 

which passwords 

belong to who? 

(10) remember when earlier 

we found what database 

DVWA is using? Yea mySQL 

All we have to do is find a way 

to get username & passwords 

together in a single command 

but, How?  

String concatenation! 

Thank you portswigger SQL 

injection cheat sheet! 

(11) using 'union select 

NULL,concat(first_name,passw

ord) from users-- 

We got the names and who 

their respective passwords 

belong to. But it’s a bit 
unreadable.  

To make it readable just add 

an ‘-’as an extra parameter in 
the union concat command.  

'union select 

NULL,concat(first_name,'-

',password) from users-- 
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And that’s it! 

We found the usernames & who 

the passwords belong to, using 

SQL injection union attack.  

 

Source:https://9gag.com/gag/aKEvry

Z 

https://9gag.com/gag/aKEvryZ
https://9gag.com/gag/aKEvryZ
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4 WEB: SITE ATTACK AND DEFENSE 

 

4.1 Host Intrusion Detection and Prevention 
 

Host intrusion and Detection Prevention 

What is HIDS? To my knowledge, it is software that monitors and analyzes 

activities on individual computing devices or hosts.  
 

And if it detects any malicious or suspicious activities it will take action and notify 

the user. Unlike network-based intrusion detection systems (NIDS), which monitor 

network traffic, HIDS focuses on the activities occurring directly on a host. 

 
It monitors activities on a host, including file changes, system calls, log entries, 

registry modifications, and other behaviors that may indicate security incidents. 

 

Some cons to HIDS: 

• Only monitors host, cant monitor Network traffic. 

 

• It can be resource intensive on the users system. 

 

• Managing and scaling HIDS on a large network with numerous hosts can 

be challenging, especially without centralized management tools. 
 

• Proper configuration of HIDS can be complex, and misconfigurations may 

lead to false negatives or false positives. 

 

Some pros to HIDS: 
• Since HIDS operates directly on individual hosts, it can provide protection 

even in scenarios where network-based defenses may be bypassed. 

 
• HIDS generates detailed logs, making it valuable for forensic analysis and 

investigations after a security incident has occurred. 
 

• HIDS helps organizations meet compliance requirements by providing 

monitoring and logging capabilities. Compliance standards often 

mandate the use of host-based intrusion detection. 

 

• HIDS provides granular visibility into activities occurring on individual hosts. 
It can detect and log specific events such as file changes, system calls, 

and registry modifications. 
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HIDS assignment: Install and run open-source HIDS software "Wazuh" on a 

dedicated server, and deploy an agent on another server. 
 

More information on WAZUH:  

“Wazuh is a free and open source security platform that unifies XDR and SIEM 

capabilities. It protects workloads across on-premises, virtualized, containerized, 

and cloud-based environments. 

 

Wazuh helps organizations and individuals to protect their data assets against 

security threats. It is widely used by thousands of organizations worldwide, from 

small businesses to large enterprises.”  
 
This quote was taken straight from their 

website:https://documentation.wazuh.com/current/getting-started/index.html 

Source:https://wazuh.com/ 

     

 

 

 

 

 
 

 

 
 

 

 
 

 
 

 

 
After reading the documentation, I can see why WAZUH is a great tool for 

monitoring, especially for Open-Source enthusiast. No-license fee, free & reliable. 

 

 

 

 

 
 

 

 
 

 

https://documentation.wazuh.com/current/getting-started/index.html
https://wazuh.com/
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I followed the installation guide, 

and now I have the Wazuh 

manager installed in my new 

ubuntu vm. Here is the 

dashboard 

Just finished installing the 

WAZUH agent on my DVWA 

WAF vm. 
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In conclusion, the Wazuh is a great tool to see what is happening on your system 

24/7! 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

 

 

 

 

 
 

After checking the events, I see 

It manage to catch my sql 

injection attempt on the dvwa 

with the WAF installed. 
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4.2 XSS & CSRF 
 

XSS 

Cross-Site Scripting (XSS) is a common web application security vulnerability that 

allows attackers to inject malicious scripts into web pages viewed by other users. 

These scripts can execute in the context of a user's browser, potentially leading 

to the theft of sensitive information, session hijacking, defacement of websites, 

and other malicious activities. 

 

Types of XSS: 

• Stored XSS (Persistent XSS): Malicious scripts are permanently stored on 

the target server and served to users when they access a particular 
page. *In other words (where the malicious script comes from the 

website's database) 

 
• Reflected XSS (Non-persistent XSS): Malicious scripts are embedded in a 

URL and only delivered to users who click on a specially crafted link. *In 

other words (where the malicious script comes from the current HTTP 
request.) 

 

• DOM-based XSS, where the vulnerability exists in client-side code rather 

than server-side code. 

I will showcase a small demo of XSS below using one of the labs at 
portswigger.net 
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(2) One of the simplest way to 

test for XSS is to use alert pop 

up javascript. 

(1) Here we can see there is 

a search box we can use 

to test if the site is 

vulnerable to XSS. 

(3)It worked! Meaning we can 

try malicious XSS on this site. 
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Prevention Measures against XSS: 

    Input Validation and Sanitization: 

• Ensure that user inputs are validated and sanitized before being 

rendered on web pages. 

    Output Encoding: 

• Encode user inputs before displaying them to prevent browsers from 

interpreting them as executable code. 

    HTTP Security Headers: 

• Implement security headers, such as Content Security Policy (CSP), to 

mitigate the risk of XSS attacks. 

 

CSRF 

Cross-Site Request Forgery (CSRF) is a web security vulnerability that occurs when 

an attacker tricks a victim's browser into making an unwanted request on a 

trusted site where the victim is authenticated.  

CSRF attacks can lead to unauthorized actions being performed on behalf of 

the victim, such as changing account settings or making financial transactions. 

 

 

 

 

 

 

 

 

 

 

 

 

Source: https://www.imperva.com/learn/wp-

content/uploads/sites/13/2019/01/csrf-cross-site-request-forgery.png 

https://www.imperva.com/learn/wp-content/uploads/sites/13/2019/01/csrf-cross-site-request-forgery.png
https://www.imperva.com/learn/wp-content/uploads/sites/13/2019/01/csrf-cross-site-request-forgery.png
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Prevention measures against CSRF: 

    Anti-CSRF Tokens: 

• Include unique tokens in forms that are validated on the server side. 

These tokens are specific to the user's session and must be present for 

the request to be considered valid. 

    Same-Site Cookies: 

• Cookies can be marked as "Same Site" to restrict their use to first-party 

contexts, reducing the risk of CSRF attacks. 

    Referrer Policy: 

• Implementing strict referrer policies can mitigate CSRF by ensuring that 

requests must originate from the same domain. 

 

Cross-site request forgery (CSRF) demo: 

I will use portswigger lab to showcase this. 

 

 

(1) It says the email 

change is 

vulnerable to a 

CSRF attack. 
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(3) Im logged in as wiener user, 

and im going to update my 

email. 

(2) First, I’m going to play the 
role of the victim and try to 

update my email. 
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(4) Using burp suite I will 

intercept the request to 

modify it for the CSRF attack. 

 Then,  I’m going to copy the 
data from the request and 

use a CSRF PoC generator to 

modify it. Otherwise I need to 

pay to use this feature in 

burpsuite. 

(5) Fortunately someone else 

build a CSRF PoC generator, I 

will use this. Thanks merttasci. 
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(7) I will add the code to the 

site for it to create the request 

with the new 

“hacker@fontys.nl”email 

 

And click deliver exploit to 

victim and now another page 

should appear. 

(6) And here it is!, our csrf 

template form has been 

created, all I need to do is 

update the email. 

mailto:hacker@fontys.nl
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(8) It worked! You can now see 

the hackers email as the 

updated email. 

And that concludes the CSRF 

demo. 

Source:http://1.bp.blogspot.com/-oXjt9xKcFDY/VVSoUhg0uzI/AAAAAAAAADI/W7TYO4I2aGo/s1600/i-dont-always-

hack-a-site-but-when-i-doits-csrf.jpg 

http://1.bp.blogspot.com/-oXjt9xKcFDY/VVSoUhg0uzI/AAAAAAAAADI/W7TYO4I2aGo/s1600/i-dont-always-hack-a-site-but-when-i-doits-csrf.jpg
http://1.bp.blogspot.com/-oXjt9xKcFDY/VVSoUhg0uzI/AAAAAAAAADI/W7TYO4I2aGo/s1600/i-dont-always-hack-a-site-but-when-i-doits-csrf.jpg
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5 Network: Identification of Vulnerabilities 

 

5.1 Network Scanning and Enumeration (incl. Sniffing) 
Network scanning: 

Network scanning is basically a method of finding active devices on a network 

by using a network protocol feature or features to signal devices and wait for a 
response. 

 

The main tool that us ethical hackers use to perform network scanning is NMAP 

(Network mapper) 

 

How does NMAP work? 

“Nmap uses raw IP packets in novel ways to determine what hosts are available 

on the network, what services (application name and version) those hosts are 
offering, what operating systems (and OS versions) they are running, what type 

of packet filters/firewalls are in use, and dozens of other characteristics.” 
Source: https://nmap.org/ 

 

Nmap has a lot of useful commands to scan networks, I will show what 

commands I used the most. 
 

I will showcase some NMAP commands using my rooted android device 

(Samsung Galaxy S9) with kali installed. why? I wanted to test the phone’s 
scanning capabilities in my home network. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

First thing I do is the ifconfig 

command to see what my Ip 

address is. This device’s IP is 
192.168.50.67 

https://nmap.org/
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To make this process easier, I have created a new user called “snine” and 
installed OpenSSH-server and configured a password, so that I don’t run as root 
for security reasons.  

 

 
 

 

 

 

 

 

 

 

 

 

 

  

I used MobaXterm to SSH to my 

phone via my laptop. 

That’s one of the benefits of 
having a rooted device!  

SYN Stealth Scan (-sS): 

Description: 

Also known as a half-open or stealth scan, this 

technique sends a SYN packet to the target and 

listens for the response. If the target responds with a 

SYN-ACK, the port is considered open. 

Characteristics: 

• Faster than TCP Connect Scan as it doesn't 

complete the full connection. 

• Less likely to be logged or detected by the 

target. 

commands I used the most: 

 

OS Detection (-O) 

Description: 

Tries to detect what operating system the 

device is using. 

Characteristics: 

If Nmap is unable to guess the OS of a 

machine, and conditions are good (e.g. at 

least one open port and one closed port 

were found), Nmap will provide a URL you 

can use to submit the fingerprint if you know 

(for sure) the OS running on the machine. 

I will use 192.168.50.0/24 for all my 

scans, I have 6 devices on it. 
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While the scan is going on In 

the background, I can see in 

Wireshark the ssh and tcp 

connections are going to 

host.docker.internal, I wonder 

why. 

After some troubleshooting 

I realized that my latops’s 
IP is being resolved into the 

host.docker.internal.  

I do indeed Have docker 

installed on my laptop.  

Docker is bind to my network 

interface, which explains why I 

have the host.docker.internal. 

I did not know that until today. 
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5.2 Law & Ethics and Responsible Disclosure + GDPR 
When we talk about laws and ethics, us ethical hackers have to think about how 

does this apply in the digital world? 

That’s when Cyber-Ethics come in to play. 

What are Cyber-Ethics? 

“Cyber-ethics is a branch of applied ethics that examines moral, legal, and 

social issues at the intersection of computer/information and communication 

technologies. This field is sometimes also referred to by phrases such as Internet 

ethics, computer ethics, and information ethics.”  
Source:https://link.springer.com/referenceworkentry/10.1007/978-1-4020-8265-8_279 

When we find vulnerabilities it is important to do a responsible disclosure and 

report the findings to the responsible party (such as the software vendor or 

system administrator) in a responsible and ethical manner. 

More concrete ethical cyber principles are e.g.: 

• Do not use computers to harm others. 

• Respect the privacy of others. 

• Discuss or complain about illegal or unethical use of computer 

facilities. 

And when it comes to Laws against Cyber-crime, each country has their way of 

defining how hacking is illegal. What might be legal in the Netherlands, might 

not be exactly legal in other countries.  

Also in Europe we have the General Data Protection Regulation (GDPR), It is a 

comprehensive data protection and privacy regulation enacted by the 

European Union (EU), It came into effect on May 25, 2018. More information here: 

https://gdpr.eu/what-is-gdpr/ 

Class assignment was to Find a few examples of cyber crime cases (sentences 

and penalties), and play as the judge and the lawyer roles. my group was 

playing the judge role and another group played the lawyer role,  

we had a case were there was financial fraud and personal data breach in an 

online web shop and we had give a sentence and penalty according to the 

severity of the crime. Here is a similar court case: 

https://jure.nl/ECLI:NL:RBNHO:2019:402 the ABN AMRO case were the penalty of 

the financial fraud was €59,617.14  

 

https://link.springer.com/referenceworkentry/10.1007/978-1-4020-8265-8_279
https://gdpr.eu/what-is-gdpr/
https://jure.nl/ECLI:NL:RBNHO:2019:402
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6 Network: Protect the Network 
 

6.1 Network Separation and Segmentation 
 

Network Separation involves creating distinct zones or segments within a network for 

various purposes, including security, compliance, and efficiency.  

Network Segmentation is a technique used within network separation to further divide a 

network into smaller, interconnected segments, enabling finer-grained control and 

optimization of network traffic and resources.  

Both concepts are essential in modern network design and security to protect and 

manage network resources effectively. 

Assignment: to design and implement a network with 2 pfSense firewalls, a web server in 

the DMZ (between 2 firewalls or as a 3d interface), a management server (for example 

Windows AD/DC) and a workstation. 

So yea, to start this assignment I created a network diagram to visualize the network im 

creating. Here it is: 
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Outer router → static WAN IP is 192.168.171.36 →that was the Ip given to me for the 

assignment. The gateway is 192.168.171.1 

Outer router → static LAN IP is 172.16.2.1→that is the preconfigured Ip.(might change 

later). No gateway 

But for now it works I can ping google.com after I added 192.168.200.10 to the 

DNS setting in PFSENSE. 

 

 

 

 

 

 

 

 

 

 

VLAN-A VM Ip 

172.16.2.12 
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This is the inner A-B router, so 

basically this router connects VLAN 

A(172.16.2.0/24) with VLAN 

B(10.0.0.0/24). 

Config→ I changed the static LAN IP 

to 10.0.0.1/24 and the WAN IP is 

connected to the Outer router via 

DHCP. 

Here is a pic of the  

Outer router firewall 

rules for WAN & LAN  

For LAN these are the 

default rules for 

incoming connections. 

For WAN there are no 

rules by default to 

block all incoming 

connections. 
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This is the VLAN B ubuntu 

machine(10.0.0.2) and it is able 

to ping Google.com and VLAN 

A ubuntu machine(172.16.2.12). 

But here you can see VLAN A 

ubuntu machine (172.16.2.12) 

cannot ping VLAN B ubuntu 

machine (10.0.0.2) 

That’s because the default 
Outer router config doesn’t 
allow it. 
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To fixed that, I added a a new gateway (vlan B gateway) & static routing in 

Outer router. 
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And here in the Inner A-B router 

I added the firewall rule for  the 

WAN interface to allow traffic 

from VLAN A to VLAN B 

Here is the updated 

Network Diagram. 
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In conclusion, making my own small network in the seclab with 2 pfsense firewalls 

was a great exercise for my network knowledge. It thought me to troubleshoot 

and configure proper firewall rules & routes.  

 

 

 

 

 

 

 

 

 

 

 

Proof of VLAN-A(172.168.16.12) 

making a  successful ping to 

VLAN-B(10.0.0.2) 
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6.2  VPN: How to manage a Web Shop with Secure Remote Access 
 

Exercise: Create a VPN connection from a WAN-VLAN Windows 10 machine to your 

own Seclab demo network.  

UPDATE (I Tried everything (pfsense firewall rules, pfsense system logs, packet capture 

,tracerouts, pings, openvpn configs) to try figure out the VPN issue and now my windows 

10 vm (192.168.171.37) wont even ping the Outer router GW 172.16.2.1 it was working 

before and now it cant even ping it. VLAN B & A can ping 192.168.171.37 but not 

viceversa which is strange because 192.168.171.36 can ping VLAN A & B but 

192.168.171.37 cant, and  they have the same gateway 192.168.171.1  . I don’t know if 
will fix it later. But for now will leave it as it is.  

The issue is the windows 10 vm, its like it is isolated by itself. I checked the windows 

firewalls enabled the icmp protocols but no luck,. I will just skip this and continue with 

other assignments)  
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7 Network: ATTACK the Network 
 

7.1  Network Spoofing and Man in The Middle Attacks (MITM) 

 

After completing the network protect side of things, now its time for the 

attacking side of things. And some of the attacks were going to take a look at 

are Network Spoofing & Man in the Middle Attacks (MITM).  

What is network spoofing? To my knowledge it is a method used to fool or 

manipulate network traffic by changing the source address, destination address, 

or other portions of network packets. So in other words, to impersonate another 

device on the network. 

And what is a Man in the Middle attack? You are basically intercepting traffic 

between a client and a router & you can do various attacks from MITM such as 

DNS spoofing and ARP spoofing. Dns spoofing is redirecting a client to a 

malicious website/server via the DNS config that attacker has modified. And ARP 

spoofing is where an attacker associates their MAC address with the IP address 

of another device.  

For this weeks exercise: Use wireshark or tshark. while browsing the internet on 

your own system to get an insight in the packets your system sends and receives. 

Then show and explain the following: 

• Sniffing traffic with wireshark: what can you see and what not? 

• Try to intercept a plain text password (HTTP or FTP) by capturing a login-

name and password from 

1) a non secured connection 

2) password from secured connection 

2nd part of exercise: 

Demo and explain ARP spoofing a private (!) VLAN in the seclab with Kali tools 

like arpspoof or ettercap 

for this Demo, I will use Wireshark in my kali vm that is connected to my private 

VLAN B. 
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I tried to do the same with face 

book.com but couldn’t get 
anything. Because the packets 

are encrypted. 

We can see a handshake was 

initialized when I first connected 

to the site. After that we got 

many protected payloads. 

Using the QUIC protocol. More 

info:https://en.wikipedia.org/wiki/Q

UIC 

https://en.wikipedia.org/wiki/QUIC
https://en.wikipedia.org/wiki/QUIC


 

 

56 

 

For the second part of the exercise I will demonstrate ARP spoofing in my private 

VLAN. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Here Is the Ettercap GUI. From 

there I can initiate the MITM 

attack.  

First thing to do is scan for all the 

host in the network.  

Then I will add 2 targets. The 

host and the router itself.  

My unbuntu vm 10.0.0.2 is target 

1 

And the router 10.0.0.1 will be 

target 2 

Now I will select ARP poisoning 

from the menu, then run 

Wireshark to see what is going 

on. 
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These are the Legit mac 

addresses of the targets. 

Take note of the mac address 
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Prevention Measures against ARP spoofing/poisoning: 

• Network segmentation. 

• Strong authentication. 

• Strong encryption. 

• Packet-filtering firewalls! 

In conclusion, Protecting yourself against ARP (Address Resolution Protocol) 

spoofing & MITM attacks are essential for network security.  

This exercise help me realize how easy it was back then for hackers to do MITM 

attacks for all the websites that used http. Now we have much secure protocols 

in place for attacks such as these, we use strong authentication through 

certificates and strong protocols through https and many more factors in place. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: https://systemweakness.com/build-an-arp-spoofer-from-scratch-a79d827528f3 

https://systemweakness.com/build-an-arp-spoofer-from-scratch-a79d827528f3
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7.2  Wi-Fi Hacking 
 

Wi-Fi Hacking is a good skill to have under a ethical hackers belt, now what is Wi-

Fi Hacking? its basically exploiting vulnerabilities in wireless networks to do these: 

1) Unauthorized access: gain access to the network without permission. 

2) Eavesdropping: intercepting network traffic and sniffing information. 

3) Network spoofing: Pretend to be a fake network to trick other users to 

connect to it. 

4) Deauth-attacks: kicking users of the network via sending Deauth packets. 

5) MITM attacks: Eavesdropping + network traffic manipulation. 

6) Brute Force attacks: password cracking. 

Now for this weeks exercise: Crack WPA(2) networks with airmon-ng and 

aircrack-ng from Kali Linux. The tools needed was a USB Wi-Fi adapter. 

Because we needed a tool that supports monitor mode & packet injection. 

This was done in the Wi-Fi hacking workshop provided by the teachers with 

networks we had permission to hack. Below, you will see how we managed to 

hack the networks. Now there were different difficulties to these networks: 

Wi-Fi SSID (name) Difficulty  information 

HACKME_Cosycat  easy Weak password, tip: rockyou.txt 

HACKME_FontysICT-2ghz 

 

easy Create your own wordlist to crack 

password 

HACKME_Megabeast 

 

easy Another wordlist, located in a kali directory 

HACKME_Spiderhack 

 

medium Something about using a web crawler 

HACKME_MrRobot 

 

Hard Use another tool, hashcat 

HACKME_E-Corp (Evil 

Corporation) 

 

hard It’s a enterprise network 

 

Now for the demos, I managed to do the first 3: 
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Starting with HACKME_Cosycat network, 

This one was pretty straight forward, (I forgot to take some screenshots in the 

workshop, I have limited screenshots) 

Commands  information 

airmon-ng start wlan0 Start monitor mode 

airodump-ng wlan0mon  Set the interface to 

dump traffic to get 

all the Wi-Fi names 

airodump-ng --bssid 64:66:B3:BE:17:3A -c 1 --write WAPcrack wlan0mon 1) We select the 

bssid of the 

network. 

2)  then select 

which channel it 

is on. 

3) then save to a 

file (.cap). 

4)  then select the 

interface 

aireplay-ng --deauth 2 -a 64:66:B3:BE:17:3A wlan0mon 

 

We then 

deathenthicate 

users to then try to 

get an handshake 

aircrack-ng WPAcrack-30.cap --w /usr/share/wordlists/rockyou.txt Then proceed to 

crack it with the 

rockyou.txt wordlist 

 

 

 

 

 

 

 

 

 

 

 

As you can see, the 

password of this network is 

hellokitty 
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Next, the HACKME_FontysICT-2g network, 

This one was the same process as the first but this time we needed a custom 

wordlist. 

Commands  information 

airodump-ng wlan0mon  Set the interface to 

dump traffic to get 

all the Wi-Fi names 

airodump-ng --bssid BC:EE:7B:34:74:28 -c 1 --write WAPcrack wlan0mon 1) We select the 

bssid of the 

network. 

2)  then select 

which channel it 

is on. 

3) then save to a 

file (.cap). 

4)  then select the 

interface 

aireplay-ng --deauth 2 -a BC:EE:7B:34:74:28 wlan0mon We then 

deathenthicate 

users to then try to 

get an handshake 

aircrack-ng WPAcrack-31.cap --w /usr/share/wordlists/fontysList.txt Then proceed to 

crack it with the 

custom list wordlist 

 

 

 

 

 

 

 

 

 

 

 

The password was 

FONTYSICT, I remember 

people struggled with this 

one because they thought 

it wasn’t that obvious lol. 

The custom wordlist. 
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Finally, the HACKME_Megabeast network, 

This one was the same process as the 2nd but this time we needed to locate the 

megabeast wordlist, use updatedb then locate megabeast Linux commands to 

find it. 

Commands  information 

airodump-ng wlan0mon  Set the interface to 

dump traffic to get 

all the Wi-Fi names 

airodump-ng --bssid F8:1A:67:43:F3:96 -c 1 --write WAPcrack wlan0mon 1) We select the 

bssid of the 

network. 

2)  then select 

which channel it 

is on. 

3) then save to a 

file (.cap). 

4)  then select the 

interface 

aireplay-ng --deauth 2 -a F8:1A:67:43:F3:96 wlan0mon We then 

deathenthicate 

users to then try to 

get an handshake 

aircrack-ng WPAcrack-32.cap --w /usr/share/wordlists/megabeast.txt Then proceed to 

crack it with the 

custom list wordlist 

 

 

 

 

 

  

 

 

 

 

 

The password to this network is Zanzibar 
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How to mitigate wireless attacks? 

1) Use strong encryption like WPA3 or WP2 if 3 is not available. 

2) Never use default credentials. 

3) Use very strong passwords, the more complex it is, the harder to crack. 

4) Keep router software updated to the latest firmware. 

5) Have IPS and IDS systems in place to monitor the wireless network. 

6) You can also configure all devices that are supposed to be on your network, 

this way anything outside of this device list won’t be able to connect. 
7) Configure the network to give as little information about it as possible. 

In conclusion, The workshops were a lot of fun, and I learned a lot about how to 

hack Wi-Fi networks. I attempted the more difficult ones, such as Mr. Robot and 

E-Corp, but was unsuccessful. I left it alone. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source:https://scontent-ams4-1.xx.fbcdn.net/v/t1.6435-

9/119466375_5457643481231058_6882629215328556589_n.jpg?_nc_cat=103&ccb=1

-7&_nc_sid=dd63ad&_nc_ohc=cC-NtO_KvQYAX88qVmu&_nc_ht=scontent-ams4-

1.xx&oh=00_AfAtkDBBsG0unH4hgInyp-csW6tt9yjDH8ybJ7yLqhfqqg&oe=65702BA2 

https://scontent-ams4-1.xx.fbcdn.net/v/t1.6435-9/119466375_5457643481231058_6882629215328556589_n.jpg?_nc_cat=103&ccb=1-7&_nc_sid=dd63ad&_nc_ohc=cC-NtO_KvQYAX88qVmu&_nc_ht=scontent-ams4-1.xx&oh=00_AfAtkDBBsG0unH4hgInyp-csW6tt9yjDH8ybJ7yLqhfqqg&oe=65702BA2
https://scontent-ams4-1.xx.fbcdn.net/v/t1.6435-9/119466375_5457643481231058_6882629215328556589_n.jpg?_nc_cat=103&ccb=1-7&_nc_sid=dd63ad&_nc_ohc=cC-NtO_KvQYAX88qVmu&_nc_ht=scontent-ams4-1.xx&oh=00_AfAtkDBBsG0unH4hgInyp-csW6tt9yjDH8ybJ7yLqhfqqg&oe=65702BA2
https://scontent-ams4-1.xx.fbcdn.net/v/t1.6435-9/119466375_5457643481231058_6882629215328556589_n.jpg?_nc_cat=103&ccb=1-7&_nc_sid=dd63ad&_nc_ohc=cC-NtO_KvQYAX88qVmu&_nc_ht=scontent-ams4-1.xx&oh=00_AfAtkDBBsG0unH4hgInyp-csW6tt9yjDH8ybJ7yLqhfqqg&oe=65702BA2
https://scontent-ams4-1.xx.fbcdn.net/v/t1.6435-9/119466375_5457643481231058_6882629215328556589_n.jpg?_nc_cat=103&ccb=1-7&_nc_sid=dd63ad&_nc_ohc=cC-NtO_KvQYAX88qVmu&_nc_ht=scontent-ams4-1.xx&oh=00_AfAtkDBBsG0unH4hgInyp-csW6tt9yjDH8ybJ7yLqhfqqg&oe=65702BA2
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8 Network: Detect & Monitor 
 

8.1 Network Intrusion Detection and Prevention (NIDS/IPS) 

Monitoring is also very essential for network security. Today we are going to 

take a look at network-based IDS (NIDS) & intrusions prevention system 

(IPS) called Suricata. It will monitor network traffic inside a firewall and 

detects if there are any malicious activities going on in the network. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Suricata will be installed in 

the Outer Router here, why? 

That is the main router where 

there is a outside connection to 

the internet. 

And also the Inner A-B router 

has another monitoring system 

in place. 

After installing Suricata, I 

configured the interfaces and 

their rules. 
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Here are some rules that I have configured in both interfaces, some default rules 

& some useful snort rules were added. 
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Now to test if the Suricata monitoring is actually working, I will create a custom 

rule and check the alert logs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

I wasn’t able to show my 
custom alert after an hour of 

trying, here are some 

generic alerts. 
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8.2.1   IT Basic Monitoring (Availability) 

IT monitoring allows you to differentiate between availability monitoring and 

security monitoring. IT monitoring is typically focused on availability or 

performance: is everything still up and running, are no disks full, etc. 

And the tool to do the IT monitoring we are going to take look at Is called Nagios 

XI. What is it? 

Nagios XI is a comprehensive network and infrastructure monitoring solution that 

offers a wide range of features and capabilities for monitoring, alerting, and 

managing your IT infrastructure. Its pretty easy to setup. Below I will show it. 

Exercise for this week: is to install and configure Nagios XI to monitor my network. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Nagios XI will be 

monitoring my VLAN B. 

Here is the interface after you 

first install it. Then you will be 

given an IP for you to go to the 

Browser GUI of Nagios XI. In my 

case it is 10.0.0.4 
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First thing you want to do when 

you navigate to the GUI, is to 

setup Host Discovery. That will 

Identify hosts in your network. 

Then after that it will 

automatically add all the 

devices that are in your 

network, to be displayed on this 

Dashboard. 
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Then in the Pfsense, install the 

NRPE package in the package 

manager. 

Then once installed, you 

configure the Ip and add the 

checks that you want, so that 

the Nagios server can have 

access to the agents. 

Here in the Nagios server GUI 

you can see I added the ip of 

the pfsense to the NRPE conf 

wizard, click next and it will do 

the rest.  
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It was a success, now we can 

monitor our pfsense. 

Here are the 

performance graphs. 
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8.2.2   IT Security Monitoring (Confidentiality and Integrity) 
Last time we had a look at Suricata & Nagios, but now is time we take a look at another 

good Monitoring tool called Zeek. 

Zeek, formerly known as Bro, is an open-source network security monitoring (NSM) and 

traffic analysis framework. It is designed to provide a comprehensive platform for: 

• network traffic analysis.  

• intrusion detection.  

• and security monitoring. 

And to really understand the concept of monitoring we also have to take a look at 

policy monitoring, blacklist monitoring, and whitelist monitoring. What policy monitoring, 

blacklist monitoring, and whitelist monitoring are in simple terms: 

• Policy Monitoring: Ensures adherence to established rules and guidelines. 

• Blacklist Monitoring: Blocks known threats or unauthorized entities. 

• Whitelist Monitoring: Permits only approved, trusted entities to interact with the 

system. 

These monitoring approaches are often used together in a layered security strategy. 

Policy monitoring helps enforce organizational rules, while blacklist and whitelist 

monitoring specifically target known threats or trusted entities, respectively, to enhance 

overall security posture. 

Exercise: install and configure Zeek and show some logs. 

 

 

 

 

 

 

 

 

 

 

 

 

Zeek monitoring 

server is installed in 

my vlan A. 
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After checking and 

deploying to see if 

everything works. The 

status was able to 

show we have our 

zeek server running. 

Here are some logs. 

I was able to verify 

that was indeed 

was an ssh 

connection. 

And also verified 

the was traffic 

coming from 

website I visited in 

the browser with 

the http.log 

After following the installation 

guide the installation was 

successful. We now activated 

the zeek command line. 
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IP’s that receive most traffic. 

Also conn.log: 

Contains an entry for every 

connection seen on the wire, 

with basic properties such as 

time and duration, originator 

and responder IP addresses, 

services and ports, payload 

size, and much more. This log 

provides a comprehensive 

record of the network’s 
activity. 

Here is the weird.log: 

Contains unusual or 

exceptional activity that can 

indicate malformed 

connections, traffic that 

doesn’t conform to a particular 

protocol, malfunctioning or 

misconfigured 

hardware/services, or even an 

attacker attempting to 

avoid/confuse a sensor. 
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In conclusion the exercise was fun to do. I learned about a new monitoring tool 

like Zeek and was able to see logs generated from my private vlan in the netlab. 

 

 

 

 

 

 

 

 

 

 

Also as a bonus, I was trying to 

visualize the logs from zeek into 

my Elastic search. But was not 

able to read them. It did 

manage to collect them via 

elastic agent though. I will leave 

the Elastic search part out.  
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9 Concepts: Identity Management, Authentication and 

Access Control 

 

9.1 Identity Management, Authentication and Access Control 

We will now discuss Identity Management, Authentication, and Access Control. 

What exactly is it?  

Identity and access management (IAM) is the process of maintaining network 

users and managing their access rights to networking items such as files, folders, 

programs, printers, and buildings. It is recommended to set responsibilities for 

groups of users to keep this manageable.  

RBAC stands for Role Based Access Control. Policies frequently specify the rights 

granted to users to access resources. 

For this weeks group assignment: Reverse engineer the DigiD infrastructure and 

apply the knowledge of what we just learned. 

Here is a custom diagram of what we think the DigiD infrastructure looks like: 

 

 

 

 

 

 

 

 

 

 

Explanation: when you first open the app to authenticate, DigiD will 

communicate via SIEM (security information event management) to manage to 

notifications on an international basis, then the SAML profile is used for web 

browser single sign on (SSO), then the information (Personal Data) is exchanged 

between Logius & the Dutch government (Rijksoverheid). And once the 

authentication is verified, you will be logged in in the government-owned 

website. 
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Sources: 

https://www.logius.nl/domeinen/toegang/digid/documentatie/koppelvlakspeci

ficatie-digid-saml-authenticatie 

https://www.digid.nl/en/what-is-digid/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

Image-

Source:https://www.mijnpgb.nl/binaries/medium/content/gallery/mijnpgb/cont

ent-afbeeldingen/nieuws/inloggen-digid-app-nieuwsbericht.png 

 

 

 

 

 

 

 

https://www.logius.nl/domeinen/toegang/digid/documentatie/koppelvlakspecificatie-digid-saml-authenticatie
https://www.logius.nl/domeinen/toegang/digid/documentatie/koppelvlakspecificatie-digid-saml-authenticatie
https://www.digid.nl/en/what-is-digid/
https://www.mijnpgb.nl/binaries/medium/content/gallery/mijnpgb/content-afbeeldingen/nieuws/inloggen-digid-app-nieuwsbericht.png
https://www.mijnpgb.nl/binaries/medium/content/gallery/mijnpgb/content-afbeeldingen/nieuws/inloggen-digid-app-nieuwsbericht.png
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9.2 Password Cracking (system and network) 

Password cracking is the process of attempting to guess or recover a password 

by repeatedly testing different password combinations. It is often used for both 

legal and illegal reasons. Legal applications include security testing and 

password recovery, but illegal operations involve unauthorized access to systems 

or accounts. 

Here are some common methods used in password cracking: 
Source:https://stytch.com/blog/top-10-password-cracking-techniques/ 

1. Brute Force Attacks: 

o Description: Brute force attacks involve trying every possible 

combination of characters until the correct password is found. 

2. Dictionary Attacks: 

o Description: Dictionary attacks use a pre-existing list of potential 

passwords (a dictionary) to try and gain access to a system. 

3. Rainbow Table Attacks: 

o Description: Rainbow tables are precomputed tables of hash values 

for possible passwords. An attacker compares the hashed 

passwords in the target system against the entries in the rainbow 

table. 

4. Credential Stuffing: 

o Description: Credential stuffing involves using username-password 

pairs obtained from one breach to gain unauthorized access to 

other online accounts where users have reused passwords. 

5. Phishing: 

o Description: Phishing involves tricking individuals into revealing their 

passwords by posing as a trustworthy entity, often through 

deceptive emails, websites, or messages. 

6. Keylogging: 

o Description: Keyloggers capture keystrokes entered by a user, 

including passwords, without their knowledge. 

 

Exercise:  

• Use Hydra or any other password cracking tool to login a webpage.  

• Use hashcat tool or any other tool to crack password hashes. 

• Explain how to make password cracking harder for an attacker. 

 

 

https://stytch.com/blog/top-10-password-cracking-techniques/
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Here I’m using the DVWA brute 

force page to try Hydra on. 

I will intercept the request with 

Burp suite to get more 

information for the hydra 

command. Here we have: 

• Get request 

• Cookie information 

• Username and password 

parameters 

• Full URL 

This is my hydra command after getting 

knowledge on what parameters to use. You can 

use: 

All I needed was the type request, which is GET, 

the cookie information & the parameters which I 

need to specify my payload. After I added those, 

you can see that it successfully got a password to 

match from the provided list. This way of cracking 

the password is called a Dictionary attack. 
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Another good tool to crack 

passwords is wfuzz. The syntax is 

much simpler compared to 

Hydra, I used the man page to 

learn more about it and 

modified to command to do 

exactly what Hydra did.  

-c for color, -v for verbose, -w 

to specify wordlist & -b for 

cookie info. The last part is for 

the URL and where to set the 

FUZZ payload. 

After launching the 

command notice anything 

different in the words? There 

is only one 250 and the rest is 

246. That means it found the 

correct password! 

You can also filter the 

response with  --ss/hs 

regex: Show/Hide 

responses with the 

specified regex within 

the content 

In my case, every time 

there Is an incorrect 

login on dvwa I want 

the wfuzz tool to 

exclude it in the 

response. Meaning it 

will only show the 

successful one. 
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Now for the hashcat tool demo, 

Using SQL injection back in 3.2, I 

have acquired the hashes from 

dvwa. I will put these hashes in 

dvwa-hashes.txt 

I will now download a list of the 

most popular passwords from 

this user on GitHub.   

Man page of hashcat, really useful 

to see what info to use in the 

command. We will focus on -a, -m 

& hash types.  
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How to make password cracking harder for an attacker? 

• Advance complexity and length of the passwords 

• Unique Passwords 

• Two-Factor Authentication (2FA):  

• Password Managers 

• Regularly Update Passwords 

• Avoid Common Passwords and Patterns 

• Salting and Hashing 

• Limit Login Attempt 

We used the straight attack 

mode (-a 0) and we specified 

the MD5 hash type because 

dvwa uses that type (-m 0).  

And here we can see the 

results of the command, 

it took 29 seconds to 

crack the hashes.  

And since hashcat is CPU 

based, it can be faster 

with a better CPU. 

In conclusion, this demo 

was fun to do, I learned 

the basics of cracking a 

password using various 

tools like Hydra, wfuzz 

and Hashcat. 
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10 Concepts: Incident Response and Analysis 

 

10.1 Security Incident Management 

In Cyber security, we do not want to focus on the overall process of incident 

management, but rather on how to conduct Security Incident Response. 

Because security protection can never be perfect, you must be prepared to 

manage security situations effectively. 

Here is a process diagram of what would happen if there was a data leak from 

the US pentagon. (class assignment) 

 

 

 

 

 

 

 

 

 

 

 

 

In the triage section is what would happen if there was a data leak, they will 

work with the computer network defense service providers to try and identify 

what happened in the network traffic, the response section is how they would 

respond to the data breach, review permissions/access to the data, if the threat 

actors left any trace they would contain it and analyze it and the review section 

is the actions they will take to prevent this from happening again. 

Source: I forgot where exactly got this information from, but here is another 

source of how the process would be if something similar were to happen: 

https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybe

rsecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf 

 

https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
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Then I followed the guide on 

how to configure 2FA on my 

ubuntu machine  

This is how it looks like when 2FA 

is configured. 
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Now every time I SSH to my 

machine it will ask for google 

authentication code. 

And this is the google authenticator 

app working in action with my 

ubuntu. Added time refresh for a 

new code every x amount of 

seconds for extra security. 

Conclusion, this assignment was 

good for me to do, because I 

learned I can add 2FA to my 

SSH configs, something I will 

definitely make use of in the 

future. 


